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The dataflow: clinical data

regquirements

and prerequisites

Distributed, federated query system: Reliable estimation of the availability
of data, samples and/or patients for planned research projects

Data Catalogue(s): Identification of specific data sets, samples or patients
for research projects

« Governance processes on the data-provider side

« Compatible IT infrastructure solutions at the hospitals

Data processing, data extraction, coding (pseudonymization) and
encryption of data

« Data Transfer and Use Agreement (DTUA)
» Ethics approval

Data privacy and IT Security training
Secure transfer of data

* Interoperability of data

« Secure and protected IT environment
« Compute capacity

« Cutting edge technologies and tools



The dataflow
coordination and implementation

Personalized Health Informatics Group
« SPHN Data Coordination Center
* BioMedIT Project
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Finding data
Distributed federated query system
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 Allows researchers to run simple queries against a
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Federated

* Helps researchers to determine the feasibility of
guery system

conducting a research project

 Status of implementation:
Installation ongoing, optimisation of the system
according to SPHN needs,
first real queries in 2020
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Finding data
Data types: which data for which project?

 Clinical data: Basic and specific routine data; medical registries;
cohort data

 Clinical research data: Clinical study, clinical trial, observational
study data,; patient self reported data, wearable device data

* Molecular or *omics data: Generated in the hospitals (clinical
grade) or generated in research facilities (research grade)

 Citizen health-related data; life style data; social media data;
wearable devices, etc.

- Data types differ in degree of structuring, degree of processing,
data quality, data governance

- One catalogue will not suffice
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Reqguesting data
Workflow in the University Hospitals

data request > consulting & assessment \ data extraction & encryption

data delivery
Researcher/
Researcher Data Recipient
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Data Provider

the Data Provider is the single Broker i
Data Broker & Experts Board point of contact for all data z::ym 38;:‘1[31:: E,g;e"
assessment, regulatory & legal requests
compliance clarifications, initial
consulting

Decision Board

if needed representatives of the Executive

Management will be involved for a .

strategic, ethical and legal decisions Data Analyst & Data Engineer
data processing & data extraction
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Recelving data
The BioMedIT network

BioMedIT provides researchers with access to a secure and protected

computing environment for analysis of sensitive data without
compromising data privacy

HOSPITALS, UNIVERSITIES, PLATFORMS

BioMedIT
analysis environment
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BioMedIT network
Setting up a project

' Accessible to all researchers in CH
University hospital Data standards (semantic, Single sign on: SWITCH edu-ID
- data formats, metadata) 2FA
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BioMedIT network
Recelving data

Data sharing

* Consent

* Ethical approval

* Data transfer and use agreement (DTUA)
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BioMedIT network
Using data for research

University hospital Remote access
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Using data for research
Interoperability

Making care system data available for research:
« Align orthogonal visions and diverse use cases
 How to know today what will be important tomorrow for research?

Description
formalism
« Strong semantic * Highest possible « Choice of DM
framework degree of flexibility based on needs
in data reuse and requirements

of research
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Conclusion

 SPHN Data coordination: enabling/facilitating a FAIR use of
health-related data for research

* A decentralized approach: Data is copied from the existing
data sources in a project-specific manner; investment into
the future: federated computing

* Fair access to clinical data: breaking the monopoly

* Providing a secure and protected IT environment
(BioMedIT-network) for data-driven research on sensitive
biomedical data without compromising data privacy

* Biggest challenges:
#Scalability #Sustainability #CulturalShift
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